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Sometimes, when I look at the sheer volume of reports of unpleasant things passing across my desk I wonder how much longer we can remain a democracy. Governments and big business the world over are taking advantage of the maturation of the computing industry to impose ever more restrictive controls on their populations. This trend was observable even before 9/11, but it has accelerated since. 

What keeps me sane is the belief that technology cuts both ways and ordinary people are very ingenious at finding ways to get round bureaucracies. Nonetheless, it's sometimes difficult to remember that - and so on to this week's collection of gloomy stories...


'Piracy' - An open letter to the music industry 

The British record industry is in the biggest downturn since the early 1980s, with a 4 percent drop in sales. And, of course, the industry executives are all squealing about piracy taking the bread out of their mouths. 

I think, perhaps, it is time to lay it on the line. 

Memo to the record industry:

I like music. I have always found the cash to purchase recorded music ever since I bought my first single as a young teenager in the sixties. I like a wide variety of music - rock, metal, jazz, folk, club, classical, soul, reggae and electronic - and I have a collection of between four and five hundred CDs. Before that I had a large vinyl collection. 

I have almost stopped buying CDs now. Why? It's not because I'm downloading 'pirate' MP3s. I don't have any MP3s. It's because, even with my catholic tastes in music, you aren't producing anything worth listening to.

You grew fat and complacent as you systematically ripped me off when I rebuilt my vinyl collection on CDs. In the sixties and seventies I followed the output of record labels I liked, and I would buy stuff by people I'd never heard of on the strength of, for instance, the Immediate or the Island label's reputation. Nowadays, in common with most people I know, I regard record companies and their executives as a loathsome bunch of parasites sucking the life out of both consumers and artists. 

I have no sympathy for the bind you find yourself in. Your cant about it being caused by piracy fools no one outside the industry and blinds you to the measures necessary to put your own house in order. 

Indeed it's a classic case of an industry which is failing to deliver a product that the public want to buy. You can keep things going for a while with major marketing hype but ultimately if you don't produce something people want, at a price they are prepared to pay, then you will go to the wall. 

And I won't be the only one dancing on your grave.

http://news.bbc.co.uk/1/hi/entertainment/music/2743833.stm


Updates:

More on Internet taxes: In California, long standing hold out Gov. Gray Davis is now willing to consider a proposal to force online companies to charge a state sales tax. Davis has always previously rejected such moves and the change represents a significant shift. Meanwhile, four states - Indiana, Nebraska, North Dakota and South Dakota - have introduced bills to implement the streamlined sales taxes proposed by members of the Streamlined Sales Tax Project. More states are expected to follow suite shortly. The project aims to 'simplify' the local tax regimes and remove the excuse that the tax regime in most states is too complex to allow for collection outside the state's jurisdiction.

DMCA strikes again: The Digital Millennium Copyright Act (DMCA) has been invoked in yet another case. Half a dozen people have been charged with violating the anti-circumvention provisions of the act in a case involving unscrambling the copy protection on satellite TV pay programs put out by DirecTV and Dish Network.

http://www.theregister.co.uk/content/55/29318.html

Driveby Hacking: Remember a few months ago I told you about drive by hacking - wireless network enabled laptops being driven around looking for unsecured wireless network? Well system administrators still haven't learned. The UK's Computing trade mag sent some of its intrepid reporters round London's financial district with just such a laptop to see what they could find. They discovered that the number of wireless networks had gone up from 124 last time they tried this stunt to 328 this time. But the really shocking figure was that a third of them had low enough levels of security to leave corporate data wide open to attack.

Part of the problem lies with the equipment vendors who are selling laptops with built in wireless chips which are enabled by default. I recently got a new IBM Thinkpad - and sure enough the wireless networking was enabled on startup. I wouldn't have known this had I not spotted it when I was setting it up to link into my (wired) network. The other problem is that a lot of sysadmins have no experience of working with wireless networks, and the companies they work for are reluctant to provide proper training. I wonder how much data has already been stolen from unsecured wireless networks?

http://mail.vnunet.com/cgi-bin1/flo?y=eFcx0BsjfA0EjN0B24a0AS

Patents: Microsoft is currently engaged in an orgy of patenting. Last week it was granted an umbrella patent that covers its entire .NET application interfaces. This could well have the effect of shutting anyone else out of talking to its machines with non-Windows based computers. To be fair, Microsoft does not have a history of enforcing patents as a way of retaining and extending its monopoly. But then, so far, it has never needed to.

http://www.theregister.co.uk/content/4/29283.html


Shorts:

In a very sneaky move the US Department of Commerce, the body ultimately responsible for the running of the Internet, tried to hand over a three year exclusive contract to ICANN with no tendering or proper information. Indeed the announcement that it was planning to do this was only posted to the Web site of the Department's National Oceanic and Atmospheric Administration division, asking for feedback. But not just feedback on managing the .com and .net registries. The plan was to give ICANN control over all the national registries as well. Definitely a bid for world domination on the part of ICANN. 

Given the high level of dissatisfaction with which ICANN is current carrying out its contract, this attempt to slip in a three year contract by stealth is going to raise a lot of hackles. Indeed, the European country registries are already bidding for the three year contract, and demanding that the process be made formal. And if the Department of Commerce takes no notice? Then I think it's likely that the country level domain registrars will simply set up their own top level servers. It's technically possible, though everyone involved would be extremely reluctant to go down this road. Personally, though, I suspect that such a decentralisation is inevitable in the long run. In the meantime I'm awaiting with some fascination the reaction of the legislative oversight committees when they find out what is going on.

http://www.theregister.co.uk/content/6/29259.html
http://www.ietf.org//mail-archive/ietf/Current/msg18926.html

The US military has recently tried out a new weapon - spam. The email, written in Arabic with the title 'Important Information' and sent to all Iraqi net addresses, seems to have been a high tech variant of the practice of dropping leaflets on the populace of enemy nations. It seems, though, that US intelligence was a little deficient in this case. Apart from the fact that any email with a subject of 'Important Information' is a dead ringer for filtering by spam filters, there is the additional problem that only about 12,000 Iraqis are online - not exact getting your message over to the masses. 

Even more of a problem is the fact that the only access to the Iraqi portion of the Internet is via the government owned uruklink.net. And uruklink.net used their web content filter from 8e6 Technologies - a US firm - to delete all the emails. Nice try, but I think you need to go back to the drawing board guys. Sometimes low tech solutions are just the only ones that work.

http://go.hotwired.com/news/conflict/0,2100,57648,00.html/wn_ascii

The internal mailing list of Internet techies, nanog, was convulsed with laughter last week after people read a Symantic press release burbling on about a new anti-virus service. Among the claims was one that its DeepSight Threat Management System had spotted the recent 'Slammer/Sapphire worm 'hours before it began rapidly propagating'. 

Given that the worm only took ten minutes to infect the whole Internet, this represents quite an achievement, possibly even including a technical breakthrough on the time travel front. One can only draw one of two conclusions. Either that Symantic are lying or that there was collusion with the author of the worm. If the latter was the case perhaps they should rename the system DeepThroat Threat Management System! The URL below is for the original Symantic press release, but how long they will leave it there for, I don't know.

http://enterprisesecurity.symantec.com/content.cfm?articleid=1985&EID=0

Bad news for patients of the UK's National Health Service (NHS). A recent study indicates that each year something in the region of 200,000 (yes, two hundred thousand) requests for information about patients are made under false pretences each year - and most of them succeed. The study was based on a pilot study done five years ago. Interestingly enough there have been no follow up studies, and no action has been taken to change the lack of procedures for giving out info on the phone. I suspect that the situation is, if anything, worse now than when the pilot study was conducted. Given that current NHS technology policy is focussed on creating a central patient database, the situation promises to be even worse in the future unless action is taken to vet requests for patient information.

http://www.theregister.co.uk/content/53/29282.html

Ever been asked a really dumb question by someone handling security for a building, airline , concert, etc? Well you are not the only one. The practice of asking stupid questions under the guise of 'security' is now so pervasive that Privacy International has launched a quest to find the most 'pointless, intrusive, annoying and self-serving' security measure. Definitely a worthy task, and one to which you too can contribute your experiences by sending them in to stupidsecurity@privacy.org by March 15. Go for it!

http://www.theregister.co.uk/content/55/29279.html


Scanner - Other Stories:

Geek Alert - Gibson produce a digital guitar
http://news.bbc.co.uk/1/hi/technology/2737331.stm

Linux server sales massively up
http://www.ecommercetimes.com/perl/story/20724.html

Security role for London traffic cameras
http://www.observer.co.uk/politics/story/0,6903,892001,00.html

EU plans its own version of the NSA
http://www.theregister.co.uk/content/6/29269.html

Shock! Horror! Gasp! Out of work lawyers!
http://go.hotwired.com/news/business/0,1367,57569,00.html/wn_ascii


Have fun on the web!
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